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1 Userguide - How to run an App in the Cloud

At the following pages you will get detailed information you will need to successfully
outsource a tool calculation to Cloud.

1.1 What is the ’Run in the Cloud’ feature ?

The Run in the Cloud feature is an implementation on the existing BiBiServ and
offers the possibility of outsourcing e.g. bioinformatic-tool calculations to a Cloud
provider. Within the Run in the Cloud feature the Cloud provider is hold by the Ama-
zon Web Services. The bootable Cloud instances are called Amazon Elastic Cloud
2-instances (short: EC2). Outsourcing the tool operations to an Cloud provider will
lighten the BiBiServ’s load. The user is able to decide if he either wants to calculate
on the BiBiServ (located in the Bielefeld University) or in the Cloud. Small operations
still can be executed without doubts on the BiBiServ but time-consuming and complex
calculations should rather be outsourced to the Cloud.

1.2 Why do I need the ’Run in the Cloud’ feature ?

A lot of bioinformatic tools require a large amount of input data, which will usually take
a big part of the BiBiServ-Server resources (figure [1]). Another problem at this point

Figure 1: BiBiServ resources sharing

is the estimated time each programm will take on the server while a lot of programms
start calculating simultaneuously. To avoid a server collapse there is a resources limit
for each user of 6 gigabyte RAM and 6 hours CPU-time.

To ensure the time and resources you will need for your calculation without any
interceptions or resources-reductions, we recommend you to outsource your tool cal-
culations to the Cloud.
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Espacially if you hold several and huge amount of data already in the Cloud (e.g.
in Amazon S3-buckets) your connection (Upload/Download) to the data will be faster
as when you start your calculation at the BiBiServ located in Bielefeld.

The goal of Run in the Cloud is getting the software to the data, instead of data to
the software.

1.3 When should I use the ’Run in the Cloud’ feature ?

The following Flow-Chart will help you to decide when you should use the ’Run in the
Cloud’ feature.

Figure 2: Decision Helper: When to run a tool in the Cloud
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1.4 Prerequisites

To complete an successfully cloud calculation there are just two important prerequi-
sites the user needs to fulfil.

1. Valid AWS-Credentials [1.4.1] to login to the corresponding AmazonWebSer-
vices account.

2. A valid SSH-Keypair [1.4.2] to connect to the created Amazon-EC2 instance.
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1.4.1 Amazon Security Credentials

Amazon offers different types of security credentials. Within the Run in the Cloud
feature we will use the Access keys - validation. The Amazon Security Credentials in
general let you interact with the Amazon Web Services. With those cerentails Ama-
zon verifies who your are and whether you have permission to access the resources
you are requesting. The credentials consists of an AccessKey and an SecretKey as
you can see in the figure [3].

Figure 3: Amazon Secutiry Credentails example

Your personal credentials have to be stored in the AWS-Credentials-Module [1.5]!
For further information on the Amazon Security Credentials please have a look at the
official Amazon information pages located at http://docs.aws.amazon.com/general/
latest/gr/aws-sec-cred-types.html
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1.4.2 Amazon SSH-Keypair

The Amazon Key pairs consist of a public and a private key. You will use the private
key to create a digitial signature and AWS uses the corresponding public key to vali-
date your signature. Those key pairs are only necessary for the use with the Amazon
Elastic Cloud 2 (EC2) and the Amazon CloudFront which is not used in the ’Run in
the Cloud’ feature. The Amazon key pair files are ending with the .pem suffix.
For further information about the Amazon key pairs please have a look at the offi-
cial Amazon information pages lcoated at http://docs.aws.amazon.com/general/
latest/gr/aws-sec-cred-types.html
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1.5 AWSCredentialsModule

At first the user needs to store valid AWS-Credentials at the AWSCredentialsModule
which is located at the personal dashboard MyBiBiServ (figure [4]).

Figure 4: MyBiBiServ - Dashboard

After selecting the AwsCredentials-Module the user is able to see the already stored
AwsCredentials, if they were be stored so far (figure [5]).

Figure 5: AWSCredentials Module
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Within a single click the user is able to store the personal AwsCredentials which will
be needed for the Run in the Cloud feature (figure [6]).

Figure 6: Add new AWSCredentials

After inserting the credentials a click on ’Submit’ will store the users AwsCreden-
tials.
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1.6 KeyChainModule

After storing the AwsCredentials the user needs to store the presonal SSH-Keyfile.
On the personal MyBiBiServ-dashboard there is also a module called KeyChainMod-
ule which offers the user an overview about already stored SSH-Keyfiles and previous
Run in the Cloud - Tasks (figure [7]).

Figure 7: KeyChainModule

The first datatable shows the users already stored SSH-Keyfiles and offers the
possibility to edit, show and delete the stored Keyfiles. Furthermore the users is able
to store new SSH-Keyfiles. (figure [8])

Figure 8: Add new SSH-Keypair
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After selecting the corresponding SSH-Keyfile and clicking on ’Store’ the Keyfile will
be stored immediately. All prerequisites are now fulfilled and the users is now able to
start the Run in the Cloud feature.
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2 Howto: Run a tool in the Cloud

Lets start outsourcing a tool calculation to the Cloud in a step-by-step explanation.

2.1 The ’Run in the Cloud’ Wizard

A new ’Run in the Cloud’-tab will be shown at each tool the user selects (figure[9]).
This tab will be shown after selecting a tool in the navigation-menu on the left side.
The user needs to complete the whole wizard to successfully start a new grid in cloud.

Figure 9: Run in the Cloud - Wizard

At first the stored AWSCredentials and SSH-Keypair will be checked before the user
can proceed. (figure [10])

Figure 10: Wizard - Credentials Check
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After the credentials are checked the user needs to configure his preferred EC2-
instances espacially for his selected tool (figure [11]).

Figure 11: Wizard - Grid Setup

At least the user can check the made configuration and confirm them with a click
on ’Run’ (figure [12]).

Figure 12: Wizard - Check and Confirmation

13



Now the grid creation starts. When the creation finishes successfully a new button
will appear which will redirect the user to the created EC2-instance. (figure [13])

Figure 13: Wizard - Configuration success and connect to EC2-instance
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After clicking on the Connect button the user gets to an BiBiServ-copy in the Ama-
zon Web Cloud (figure [14]). The address in the browser indicates that the user is

Figure 14: Wizard - BiBiServ Copy in the Cloud

now located in the Amazon Web Cloud on an EC2-instance. At this BiBiServ-Copy
the user is now allowed to start the tool calculation as usual.
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2.2 Stopping the Grid

Once the grid has been started the mentioned KeyChainModule offers the user the
possibility to stop the already started grid. (figure [15]).

Figure 15: KeyChainModule - Stop the Grid

Within a click on ’Stop Grid Now’ the grid stops immediately (figure [16])

Figure 16: KeyChainModule - Stop the Grid NOW
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Once the grid successfully finishes, an info text will be displayed. The user can now
be sure that the grid in the cloud has been shutdown (figure[17]).

Figure 17: KeyChainModule - Stopping Grid done

If the user wants to redirect to the BiBiServ copy in the cloud again, a simple click
on ’redirect’ will do all the work (figure [18]). After a second the user is located in the
Amazon Web Cloud on the EC2-instance (figure [14]).

Figure 18: KeyChainModule - Redirect to EC2-instance again
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